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Phéan 1 (3 diém): Tric nghiém (Chon thi gach chéo, bé ciu da thi khoanh tron, chon lgi ciu

da bo thi to dam cdu do)

1. (0.25 diém) Hai dia chi nao dudi day dung cho dia chi host trén subnet 192.168.15.19/28?

(Chon 02 cau tra 101)
A. 192.168.15.17
B. 192.168.15.14
C. 192.168.15.29
Pap an: A, C
2. (0.25 diém) Cho so db sau

FAOI
IP:192.168.24.1

Testiiski,c

IP: 192.168.60.1
MAC: 0007.0¢56.ab2¢ TestRing3 MAC: 0007.0¢8f088a

N

D. 192.168.15.16
E. 192.168.15.31

Destination MAC: 0011.43da.2c98
Source MAC: 0007.0e8f.088a
Destination IP: 192.168.60.5
Source IP: 192.168.60.1

B. Destination MAC: 0011.43da.2c98
Source MAC: 0007.0e8f.088a
Destination IP: 192.168.60.5
Source IP: 192.168.24.5

IP; 192.168.24.2 -. IP: 192.168.60.2 i
C. Destination MAC: 0011.43da.2c98
MAC: 0007 0o et LESIKnGY 7" TesKingZ 17" o oo gt Source MAC: 00b0.d0ef 5f6a
I Destination IP: 192.168.60.5
Source IP: 192.168.24.5
D. Destination MAC: 0011.43da.2c98

T
IP: 192.168.245
MAC: 00b0.d0ef5f6a %

Dap an: B

TegWImB  |p: 192168605
MAC: 0011 43¢a 2c98

Source MAC: 0007.0e97.af4e
Destination IP: 192.168.60.5
Source IP: 192.168.60.2

3. (0.25 citiém): O so d6 mang bén dudi, HostA khong thé ping HostB. Gia st dinh tuyén da
duogc cau hinh, 1y do nao dudi day giai quyéet cho van dé nay( Chon 1 cau tra 161)?

192.168.1.62/27 192.168.1.65/27

== 010 S0
(S (S
e N
Fa0/0: 20/0:
192.168.1.33727 192.168.1.97/27
Switch IP: «;—_E-;YI «"———_T' Switch IP:
192.168.1.3422 [TK-SWAL", « TK-SWB[/ 192-168:1.9827
[egtKing

1P: 192.168.1.58/27
Gateway: 192.168.1.33
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1P: 192.168.1.11127
Gateway: 192.168.1.97

A. Interfaces Fa0/0 trén RouterB dang stir dung

mot dia chi quang ba.

Dia chi ciia Switch A 1a mdt dia chi mang

con.

Interfaces Serial cua cac router khong cung

dia chi mang.

. Interface Fa0/0 trén RouterA la mdt Subnet
ma khong duoc su dung.
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4. (0.25 diém) Cau 1énh nao cAu hinh dinh tuyén mac dinh cho router (chon 1 cau tra 161)?

A. router(config)#ip route 0.0.0.0 10.1.1.0 10.1.1.1

B. router(config)#ip default-route 10.1.1.0
C. router(config)#ip default-gateway 10.1.1.0
D. router(config)#ip route 0.0.0.0 0.0.0.0 10.1.1.1

5. (0.25 diém) Ca bridges va switches déu dugc sir dung trong mang LAN. Phat biéu nao duéi
day ding cho bridges and switches trong mang LAN? (Chon 3)
A. Switches la dua trén nen tang phan mem con bridges dua trén nén tang phan cung.
B. Switches thuong co sé cong giao tiép mang cao hon bridges

C. Bridges duoc lién két nhanh hon switches.

D. Ca bridges and switches chuyé:n tiép Layer 2 broadcasts
E. Ca bridges and switches chuyén tiép dua trén dia chi 16p 2.

bap an:B,D,E

6. (0.25 diém) Lénh dé kiém tra sy hoat dong cua dich vu DNS server.

Tra loi:
Start -> cmd -> nslookup

7. (0.25 diém) Nguoi st dung trén cac bd dinh tuyén Pa Néng khong thé co duoc quyén truy

0 =
1

201.73.127.10/24 51 E

202.18.18.254/24
=

192.168.16.112/24 Intranet

A. DANANG (config)#ip host Hanoi 201.73.127.2
B. DANANG (config)# ip network 202.18.38.0

cap vao cac may chu mang ndi bo
trén(Intranet Server) giao dién e0 cua
router Ha Noi. Sau khi kiém tra, ban
phat hién ra ring cac bang dinh
tuyén cua router Sai Gon c6 mat mot
muc nhdp cho mang e0 Ha Noi.
Dong 1énh nao dudi ddy s& cdu hinh
dung router DANANG dé cho phép
nguoi su dyng truy cdp vao mang
may chi mang ndi by (Chon 1 cau
tra 101)?

C. DANANG (config)# ip network 202.18.18.0 255.255.255.0
D. DANANG (config)#ip host Hanoi 201.73.127.2 255.255.255.0
E. DANANG(config)#ip route 202.18.18.0 255.255.255.0 201.73.127.10
F. DA}\IANG (config)#ip route 201.73.127.0 255.255.255.0 202.18.18.0
8. (0.25 diém) Cac ché do VTP nao sau ddy co thé truyén ba thong diép vé thay d6i VLAN

(Chon 1 cau tra 161)?
A. Transparent

B. Server and transparent
C. Client

D. Server
E. Client and server
F. Client, server, and transparent

9. (0.25 diém) Cong ty ABC da thué ban nhu mdt nha tw van dé thém mot VLAN moi dat tén
la MANAGER trong Switch. Céac cau hinh sau day la ding su that lién quan dén cic VLAN

nay? (Chon ba cau tra 101)
A. Céc VLAN phai duogc tao ra
B. Cac VLAN phai dugc dat tén

C. Mot dia chi IP phai duoc cAu hinh cho cic MANAGER VLAN
D. Céc cong mong muon phai dugc bd sung vao cac VLAN méi

E. Cac VLAN phai dugc thém vao mién STP

10. (0.75 diém) Trinh bay thao tac dé kich hoat dich vu DHCP server trong mang c6 Domain

Controller?
Tra loi:

- Khoi dong DHCP server : Start->Administrative Tool->Action - > Authorize
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Phan 2( 7 diém): Ty luin
Cau 1 (1.5 diém): Cho mét dia chi IP 1 diy sé: 10010011 10001110 00011010 00000111.
Hay cho biét:
- Pay 1a dia chi IP 16p nao? Cho biét subnet mask ctia dia chi nay?
- boi sang dia chi IP dang thap phan.
- Puoc biét rang day 1a IP ¢c6 phan mang con va ding 3 bit trong phan Host ID
dé lam dia chi mang con. Cho biét subnet mask dé tach dia chi mang con?
- Néu dia chi ctia cic mang con? Mdi mang con quan 1y duogc t6i da bao nhiéu may tinh?
Goiy dap an:
1. bay 1a dia chi IP 16p B
Subnet mask: 255.255.0.0

2. IP Address dang thap phan: 147.142.26.7/16
3.Muogn 3 bits trong phan Host ID dé lam dia chi mang con va Subnet mask chia mang con:

255.255.224.0. Tong s6 mang con: 23 = 8 (subnets) trong d6 s6 mang con kha dung: 8 —2 =
6 (subnets)

4. Host ID cho muon 3 bits nén né chi con 13 bits va tong s6 host kha dung cho mdi subnet:

213 2 = 8190 (hosts)

Dia chi cua cidc mang con

- subnet 1: 147.142.0.0/19 -> s6 host tir: 147.142.0.1 dén 147.142.31.254

- subnet 2: 147.142.32.0/19 -> s6 host tir: 147.142.32.1 dén 147.142.63.254

- subnet 3: 147.142.64.0/19 -> s6 host tir: 147.142.64.1 dén 147.142.95.254

- subnet 4: 147.142.96.0/19 -> sb host tir: 147.142.96.1 dén 147.142.127.254

- subnet 5: 147.142.128.0/19 -> s host tir: 147.142.128.1 dén 147.142.159.254
- subnet 6: 147.142.160.0/19 -> s6 host tir: 147.142.160.1 dén 147.142.191.254
- subnet 7: 147.142.192.0/19 -> sb host tur: 147.142.192.1 dén 147.142.223.254

- subnet 8: 147.142.224.0/19 -> s6 host tir: 147.142.224.1 d&én 147.142.255.254
Vay 147.142.26.7 thudc 147.142.0.0/19
Cau 2 (1 diém): Hay liét ké cac buée ra quyét dinh ctia STP khi tao ra topology luan 1y chira
loop-free
Tra 1oi:
* Root BID thap nhat.
* Chi phi dwong di dén Root Bridge thap nhat.
* BID ciia ngudi giri thip nhit.
« Port ID thap nhit.

Cau 3 (1 diém): Cho so dd sau, hiy cu hinh Static Route cho hé théng cic dé Router A va
Router C ¢6 thé lién lac dugc voi nhau.
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Tra 101
- Tai router routerA cau hinh static-route dén routerC
routerA(config)#ip route 10.0.2.0 255.255.255.0 10.0.1.2
routerA(config)#exit

- Tai routerC cau hinh static-route dén routerA
routerC(config)#ip route 10.0.1.0 255.255.255.0 10.0.2.1

routerC(config)#exit

Cau 4 (1 diém): Subnet Mask ctia mot dia chi mang 1a 255.255.255.224, mang nay cho phép
danh to1 da bao nhiéu dia chi IP?

Cau 5 (1.5 diém): Cho so dd mang sau:

IP: 192.168.12.5/30 IP: 192.168.12.6/30
MAC: 0000.0c93.9999 MAC: 0000.0c89.3333

IP: 172.16.22.250/24

IP: 172.16.21.7/124 MAC: 0000.ea54.5555

MAC: 0000.2ad12.6666

FTP server dang gui g01 tin dén PC_1. Xac dmh céc dia chi (IP nguén,
IP dich, MAC ngudn, MAC dich) caa goi tin & doan tir RouterA gui dén
PC 17

Dap an:

Source [P =172.16.22.250/24

Destination IP=172.16.21.7/24

Source MAC = 0000.0c12.2222
Destination MAC=0000.ad12.6666

Cau 6: (1 diém) V& so do thiét ké mang cho mot cong ty dam bao an toan cho cac server ndi bd
va public c6 dac diém sau:

- C6 Web server, FTP server DHCP server, DNS server, Domain Controller
- Sur dung céc thiét bi mang: Router, Switch, Firewall,...

- Cong ty c6 3 phong ban tuong tmg véi 03 VLAN, mdi phong ban cé dia chi mang khac nhau.
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Dap an:
e | SO PO LOGIC MANG CONG TY A

= INTERNET

Router

s

Ny

b

Core Switch
Phong Server

S
DMZ PUBLIC o e server

|

AD, File server

L
J SERVER LAN

ADD, Backup Server

Core
Switch_Lau2

Switch Client Phong 2 Lau 2

o

Switch Client Phong
Switch Client Phong 2 1lEul
Gu1

Gidi thich y nghta:

Router: dung NAT thong tin tlr trong ra ngoai, tr ngoai vao trong

2. Firewall: Thiét bi twdng Itra tao ra 03 vung Outside két ndi v&i bén ngoai, Inside két ndi ndi bo,
DMZ két ndi web server, né giup cho mang cdng ty an toan hon.

3. CoreSwitch layer 3: lam duwdng truc chinh cho hé théng mang cong ty: chia vlan va routing cho
cac phong trong cong ty.

4. Coreswitch layer2 [au 1, [au 2: két néi truc chinh véi Coreswitch layer 3 Phong Server.
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