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ABSTRACTS
Topics presented an overview of the Wireless LAN technology, the RADIUS

authentication protocol.

Topics presented concepts, architectures, features, applications, and how to build
Wi-Fi hotspot authentication system using MikroTik Router gateway.

The topic has successfully built 01 wireless authentication system allows the user

to have access to the internet to run programs and access to information

TOM TAT
Dé tai trinh bay cac khai quat vé cong nghé Wireless LAN, Giao thirc chtng thuc
RADIUS.
Dé tai trinh bay khai niém, kién trac, dic diém, tng dung va cach thirc xay dung hé
théng chimg thuc Wifi hotspot gateway st dung Mikrotik Router .

Dé tai di xay dung thanh cong 01 hé théng Wifi ching thuc cho phép user c6 thé
truy cap internet dé chay chuong trinh va truy cap thong tin.

NOI DUNG

I. Wireless LAN
Wireless LAN (WLAN) la mot loai mang may tinh ma viéc két néi giita cac thanh
phan trong mang khong st dung cac loai cap nhu mot mang théng thudng, mdi truong
truyén théng cia cac thanh phan trong mang 1a khong khi va cac thanh phan trong
mang sir dung song dién tir dé truyén thong véi nhau.

1. Uu - nhwoe diém ciia mang Wireless LAN



Uu diém Nhuge diém

o Su tién loi e Bao mat
e Khda nang di dong e Pham Vi
o Hiéu quad e D¢ tin cay
e Trién khai e Toc dp
o Kha nang mo rong
2. Cdc chudn phé bién ciia WLAN
Tén chuin Y nghia

Chuan 802.11b

Ra doi nam 1999, hoat dong ¢ dai tan 2.4GHz, toc do truyen dir liéu
toi da 1a 11 Mbps

Chuan 802.11a

Dung ki thuit dieu ché OFDM (Orthogonal frequency-division
multiplexing), Toc d6 truyen dir liéu tir 20 Mbps dén 54 Mbps, Hoat
dong ¢ bang tan 5Ghz

Chuan 802.11g

Hoat dong ¢ dai tan 2.4GHz, Toc do truyén dir liéu toi da co thé 1én
tdi 54Mbps, Tuong thich hoan toan vai chuan 802.11b va 802.11g

Chuan 802.11n

Hb trg toc do dir liéu tr 54 dén 600 Mbps, Hoat dong trén ca hai
bing tan 2.4GHz 1an 5GHz, tuong thich véi cac thiét bi 802.11g

Chuan 802.11ac

Toc do toi da hién 12 1730Mbps, chi chay ¢ bing tan 5GHz, Bing
thdng kénh truyén rong hon, Nhiéu luong dir liéu hon, Ho tro Multi
user-MIMO, Tam phu song réng hon

Il. Giao thivc RADIUS

RADIUS (Remote Authentication Dial In User Service) 1a mdt giao thuc cé kha
ngan cung cap xac thuc tap trung, cap phép va kiém toan (Authentication, Authorization
va Accounting-AAA)

1. Hoat dong

RADIUS hoat dong theo mé hinh client/ server.

- Client: dugc chay trén NAS (network access server) nam trén toan mang. N6

chuyén cac thdng tin nguoi ding Ién server bang cac phuong thiic dugce dinh nghia

san.

- Server: chay trén may tinh hoac may tram tai trung tdm mang va duy tri cac

thong tin lién quan dén viéc xac thuc nguoi dung va cac dich vu truy cdp mang. N6

x&c thuc mot ngudi dung sau khi nhan duoc mét yéu cau két ndi va xir ly sau dé tra vé




két qua (vi du nhu tir chéi truy cap, chap nhan yéu cau caa ngudi dung) cho client. No6i
chung RADIUS server duy tri ba co s& dit lieu gébm ngudi dung (Users), khach

(Clients), tir dién (Dictionary) nhu hinh bén duéi.

RADIUS servers

Users Clients Dictionary

Hinh 2-4: Radius server hoat dong theo mé hinh Client/server

-Users: luu trir thong tin vé nguoi ding nhu tai khoan, mat khau, cac giao thuc
ung dung va dia chi IP.
- Clients:luu trit c4c thdng tin vé RADIUS client nhu khoa chia sé, dja chi IP.
- Dictionary: luu trir cac théng tin mé ta cac thudc tinh va gia tri cua giao
thuc RADIUS.

2. Cdch radius hoat déng: Hinh bén dudi thé hién su tuong tac giira host, client va

radius server.
o Buwdéc 1: Céc host khoi tao va gui cac yéu cau két ndi dén radius client (chia

té’ll khoén Vé mat khéu ngu-(‘)-i Host RADIUS client RADIUS server

dung). a

1) Username and password

o Bwoc 2: Sau khi nhan dugc tén

2) Access-Request

ngudi ding va mat khau,

3) Access-Accept/Reject

4) Accounting-Request (start)

RADIUS client sé gui mot yéu

5) Accounting-Response

6) The subscriber accesses the resources
|

Request ) dén may cha

7) Accounting-Request (stop)

8) Accounting-Response

RADIUS, mat khau nguoi

dung dugc ma hdéa boi cac

9) Notification of access termination
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Message-Digest 5 (MD5) thuat toan vai khoa chia sé trudc khi duoce gui di.

o Buwoéc 3: Cac may chu RADIUS xac nhan tén nguoi dung va mat khau. Néu xéac
thuc thanh cdng, nd sé gui lai mot thong bao Access-Accept co chira cac thong tin
vé quyén cia ngudi st dung. Néu xac thuc that bai, nd s& tra vé mot thong bao

Access-Reject .



o Buwdéc 4: Cac RADIUS Client chap nhan hoic tir chdi nguoi sir dung theo két qua
x4c thuc nhan dugc tir server . Néu n6é chap nhan nguoi str dung, nd s& giri mot yéu
cau bat dau — kiém toan (Accounting-Request) dén may chu RADIUS .

o Buwéc 5: Cac RADIUS Server tra vé mot thong diép khoi dong ké toan (
Accounting-Response) va bt dau ké toan (start-Accounting).

o Buwéc 6: Cac host c6 thé truy cap cac tai nguyén trong mang theo quyén da dugc
quy dinh san.

o Buwéc 7: Dé két thic phién lam viéc host giri mot yéu cau ngat két ndi t6i
RADIUS client va RADIUS client giri mot yéu cau ngat két ndi ¢én RADIUS
server.

o Buwéc 8: RADIUS server tra vé thong diép ngat két ndi (stop-accounting) va
dirng kiém toan.

o Buwoc 9: Host ngirng truy cap tai nguyén mang.

I11. Mikrotik Router
Mikrotik 13 tén caa mot nha san xuit thiét bi mang may tinh ¢ Latvian (mot nuéc
thugc ving Baltic — bac Au). Cong ty thanh lap nam 1995.San pham chinh cua Mikrotik

la mot h¢ diéu hanh dya trén Linux N

/ \
c6 tén 1a Mikrotik RouterOS. Puoc cai | )

| T T WA @Y. pouierBOARD 1100

dit trén phan cing doc quyén cua
cong ty (RouterBOARD) hoic trén may tinh binh thudng, bién may tinh d6 thanh router
va thyc hién cac tinh nang nhu Router (DHCP, NAT, Routing...), firewall, bandwidth
management, wireless access point, virtual private network (VPN), hotspot gateway va
mot s6 tinh nang khéc rat thich hop dé ung
dung lam gateway cho co quan, doanh nghiép s TR
va nhat 1a cac dich vu internet cong cong.
1. Nhiétng buwéc co ban

Sau khi cai dit xong hé diéu hanh
RouterOS 1&n may tinh hoic md& ngudn Bo
dinh tuyén (router) lan dau tién, ching ta c6

nhiéu cach dé két ndi vai no:




- Winbox

E¥MikroTik - Interface List at admin@172.52.0.64 - Webfig v5.20 on x86 (i366) - Internet Explorer

@_ ) ® [@ trtpyi172.32.0.64jmebho) Fintertaces

O | ¢r| & MikroTik- Interface List aba.. X
Wireless

Interfaces

J Interface U Ethernet ” EoIP Tunnel U 1P Tunnel ” GRE Tunnel ” VLAN U VRRP U
PP

Bridge

d [Add new ¥ ]
Mesh .
P

ARP

2 items

Accounting

4 Name Type L2 MTU  Tx R

Addresses

DHCP Client etherl Ethernet 0 bps 0 b

etherz

bl

DHCP Relay Ethernet 16.1 kbps 6.1

DHCP Server
DNS

Firewall

Hotspot

IPsec

Neighbors

Packing

nhu ¢6 céc chuc ning cdu hinh giéng nhu Win
- CLI
Giao dién dong 1énh (CLI) cho phép cau
hinh router sir dung dong lénh. C6 rat nhiéu
1énh c6 san, vi thé ho chia chiing thanh nhiing
nhém t6 chuc bang cach phan cip don cap.
Sau khi giao dién dong Iénh hién Ién, ban sé
thidy phan ding nhap. Pién tén ding nhap la
admin va mat khau dang nhap dé rong.
2.
3.

Mo hinh thec nghiém

Cdu hinh mikrotik théng qua dong
Iénh

Cdu hinh dia chi IP

- Cau hinh IP cho Interface Ethernet

s& két ndi voi Internet. O day IP cua

Winbox 1a tién ich dung dé céu
hinh, c6 thé két ndi véi router thdng qua
dia chi MAC hoac dia chi IP.

- WebFig

Néu ban c6 mdt router véi cau hinh
mic dinh, khi d6 ching ta c6 thé két ndi
v6i router bang giao dién web thdng
qua dia chi IP cua router. WebFig gan
box.
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MikeoTik Router0S 5.20 (c) 1999-2012 http://wiw. mikrotik. con/

[adnin@éikroTik] »

Internet

172.32.0.0/16

DW: 172.32.0.2
DHCP: 192.168.0.2 - 192.168.0.254

i
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DNS 2
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Mikrotik Router

192.168.0.0/24

Interface nay la 172.32.0.64/16 va IP nay sé dugc gan cho interface ether2.

[Admin@Mikrotik]> ip address add address=172.32.0.64/16 interface=ether2

- C4u hinh IP cho Interface Ethernet két néi véi cac Access Point hay mang Lan.

O day IP s& 12 192.168.0.1/24 , Interface nay s&
[Admin@Mikrotik]> ip address add addr

duoc gan cho etherl.
£s55=192.168.0.1/24 interface=etherl

- Cau hinh IP default gateway vi du ¢ day la 172.32.0.1.



[Admin@Mikrotik]> ip route add gateway 172.32.0.1
b. Cdu hinh DHCP Server
Thém céc théng tin DNS cho may chu. Néu trong mang ¢6 may chu DNS thi ta
thém dia chi may chu nay vao.
[admin@MikroTik] /ip dns set servers=172.32.0.4,8.8.8.8
G0 1énh sau dé hién thi cac dong yéu cau nhap thong tin dhcp-server:
[admin@MikroTik] > ip dhcp-server setup dhcp server interface: etherl
dhcp address space: 192.168.0.0/24 gateway for dhcp network: 192.168.0.1
addresses to give out: 192.168.0.3-192.168.0.254 (bay la dai IP ma dich
vu dhep s& cap cho cac may con khi két néi)
dns servers: 172.32.0.4,8.8.8.8
lease time: 3d (Thoi gian cho thué mac dinh 1a 03 ngay)
c. Cdu hinh Hotspot
Viéc cau hinh Hotspot s& bao gdm céu hinh dich vu DHCP server, cac théng tin
DNS... G0 1énh sau:
[Admin@Mikrotik] ip hotspot setup (sau ghi gd 1énh nay s& xuat hién cac hang yéu
cau nhép théng tin nhu sau)
Hotspot interface: etherl
Local address of network: 192.168.0.1/24
Masquerade network: yes
Address pool of network: 192.168.0.2-192.168.0.254
Select certificate: none (chi y: mic dinh xuat hién dong import-other-certificate,
chlng ta x6a dong d6 va nhap vao none).
Ip address of smtp server: 0.0.0.0 (néu trong mang c6 may cha smtp thi gd dia chi ip
vao, con khong thi dé mac dinh 0.0.0.0).
Dns server: 172.32.0.4, 8.8.8.8.
Dns name: dién vao tén cua may Hotspot nay dugc khai bdo trén DNS server cia
mang, néu khdng c6 thi dé trong chir khdng khai tly y.
Name of local hotspot user: Admin (tao mot account cho hé théng dé test dang nhap

hotspot).



Password for the user: mat khau cua account nay.

d. Cdu hinh NAT
[Admin@Mikrotik] ip firewall nat add chain=srcnat action=masquerade out-
interface=ether2

Nhu vay co ban cau hinh song hé théng Hotspot véi Mikrotik. Lic nay ding mot
may con ding nhap web s& thdy man hinh ding nhip cua Mikrotik xuat hién, nhap vao
account tao sdn & budc cdu hinh hotspot trén 1 c6 thé truy xuat web. ..

e. Cdu hinh Radius
Sau khi hotspot di hoat dong tét, ching ta tién hanh cau hinh user-manager. M&
winbox, chon Radius — sau d6 chon diu cong (+) dé thém. Cira s méi xut hién. Dién dia
chi IP cua Radius User Manager, ma bi mat. Vi du, ithcmute.local. Chl y: Dia chi IP cta
Radius server phai la IP WAN cua router mikrotik hoac localhost (127.0.0.1). Chon OK.
Sau d6 chon Incoming. Chon Accept, dién port minh can vd: 3799. Sau d6 OK.

Sau d6 mé cura s6 Hotspot (IP — Hotspot), chon thé Server profiles. Chon Chon
Profiles can cu hinh Default. Sau d6 ctra s6 méi xuat hién. Chon thé RADIUS. Panh
d4u vao Use radius, va Accounting. Sau d6 chon OK.

f.  Cdu hinh router
Két thic cau hinh ¢ winbox, md trinh duyét, va di dén trang web http:/<ip-
address-mikrotik>/userman. Vidu: http://172.32.0.64/userman . Bang nhap vdi tén la
admin va mat khau.

Chon routers — add — New. M9 ta cta router méi hién 1én, dién name, IP

address, secret, va coa port.
9. Cdu hinh Firewall ngdin chgn website
Trong man hinh config chon IP > Firewall. Chon diu + dé thiét lap firewall. Vi du:
Thiét 1ap ngin web vnexpress.net, Game, Facebook, bao vé Router... nhu sau:

/ip firewall filter
add chain=forward action=reject reject-with=tcp-reset protocol=tcp content="Host:
www.facebook.com”



KET LUAN

Khi nghién ctru dé tai « Tim hiéu vé Mikrotik router va xay dung demo hé thong
hotspot gateway cho dich vu internet LAN Wifi c6 ching thuc”, nguoi nghién ctru da co
ban dat dugc nhirng muc tiéu:

- Cung cap nhing kién thizc co ban va hoan chinh vé WLAN ciing nhu cung cap cho
ngudi doc nhitng thdng tin tng quan vé su phat trién caa WLAN va nhitng loi ich ma
WLAN mang lai.

- Tim hiéu va dua ra nhitng théng tin quan trong gitip ngudi doc nim rd nguyén tic
hoat dong ciing nhu ciu tric cua giao thic ching thuc RADIUS.

- Xay dung demo hé thdng hotspot gateway cho dich vu lintenet-WLAN sir dung
giao thuc x&c thuc RADIUS trén Mikrotik router.
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