BO GD&DT CONG HOA XA HQI CHU NGHIA VIET NAM
Truong dai hoc SPKT Poc 1ap — Tuw do — Hanh phic
Khoa: Cong ngh¢ thong tin FRAFIAK
Chwong trinh Gido duc dai hoc
Nganh dao tao: Cong ngh¢ thong tin Trinh do dao tao: PH

Chuong trinh dao tao: Ky su cong nghé thong tin

Dé cwong chi tiét hoc phan

1. Tén hoc phan: Danh gia va kiém soat hé thong thong tin M4 hoc phin: ISAC431384
2. Tén Tiéng Anh: Information systems audit and control
3. 86 tin chi: 3
Phén bb thoi gian: (hoc ky 15 tuan) 3(3:0:6)
4. Cac giang vién phu trach hoc phin

1/ GV phu trach chinh: ThS. Hoang Long

2/ Danh sach giang vién cing GD: GVC. TS. Nguyén Thanh Son
5. Piéu kién tham gia hoc tap hoc phin

Mén hoc truée: Anh vin 3, Kinh té hoc dai cuong

M@n hoc tién quyét:
6. Md ta tom tiat hoc phan

Trong khudn kho 45 tiét 1y thuyét va bai tap, mon hoc niy trang bi cho sinh vién kién thirc co ban vé
linh vuc danh gia va kiém soat hé thong thong tin (HTTT) nham phat trién nén tang va k¥ nang can
thiét dé tham gia vao cac hoat dong trong linh vuc nay. Cu thé:

- Giéi thiéu cac khai niém, thu tuc va tiéu chuén danh gia va kiém soat HTTT
- M0 ta cac k¥ ning can thiét dé tham gia va thanh cong trong linh vuc nay
- Phat trién cac k¥ nang tién hanh danh gia HTTT

- Phat trién cac k¥ ning mém nhu giao tiép, lam viéc nhom va lam viéc doc 1ap, phan tich tinh
huong, gidi quyét van dé.

7. Muc tiéu hoc phan

Muc tiéu M0 ta Chuin dau ra
(Goals) (Goal description) CTPT
(Hoc phén nay trang bi cho sinh vién:)
G1 Kién thtrc vé hoat dong danh gia kiém soat hé thong thong tin 1.3
G2 K¥ nang ca nhan 2.2,2.3
G3 K¥ nang lam viéc nhom 3.1,3.2
G4 K§ ning danh gia hé théng thong tin 4.1,4.2,45




8. Chuén diu ra ciia hoc phan

Muc | Chuin M5 ta Chuén
tiéu dau ra (Sau khi hoc xong mén hoc nay, nguoi hoc cé thé:) dau ra
hoc phan CDIO
Gl.1 Trinh bay duoc khai niém danh gia HTTT 13
G1.2 Trinh bay dwoc khai niém kiém soat ndi bo 13
G1.3 Trinh bay duoc hoat dong lap ké hoach danh gia HTTT 13
Gl4 Trinh bay duoc hoat dong tién hanh danh gia HTTT 1.3
G1l.5 Trinh bay dugc quan hé gitra chién lugc cong nghé thong tin va 1.3
chién lugc doanh nghiép
Gl.6 Trinh bay dugc cac phuong phap va cong cu quan ly rii ro 1.3
Gl1.7 Trinh bay dugc cac nén tang kiém soat: COBIT, ITIL 1.3
Gl G1.8 Trinh bay dugc hoat dong danh gia hé thong quan tri CNTT 1.3
G1.9 Trinh bay dugc vé quan 1y bao mat thong tin 1.3
G1.10 Trinh bay dugc vé bao mat luan 1y va ing dung 1.3
Gl11 Trinh bay dugc vé bao mat moi trudng va vat 1y 1.3
G1.12 Trinh bay dugc hoat dong danh gia hé théng quan 1y bao mat thong | 1-3
tin
G1.13 Trinh bay dugc vé ké hoach lién tuc kinh doanh va khéi phyc sau | 1.3
tham hoa
Gl.14 Trinh bay duoc hoat dong danh gia lién tuc kinh doanh va khoi phuc 1.3
sau tham hoa
G2 |G21 Tim hiéu va kham pha tri thirc 2.2
G2.2 Tu duy mot cach hé thong va toan dién 2.3
G3 |G31 Lam viéc nhom 3.1
G3.2 Giao tiép hiéu qua duéi dang van ban va thuyét trinh 3.2
G4 | G4l K¥ niang danh gia hé thong thong tin 4.5

9. Nhiém vu cta sinh vién

SV khong thuc hién di mot trong cac nhi€ém vu sau day sé bi cAm thi:

- Dy 16p: 80%
- Bai tap: 100%
- Bao céo: 100%




10. Tai liéu hoc tap

11. Ty 1é Phan trim cac thanh phéin diém va cac hinh thicc danh gia sinh vién :
- Thang diém: 10

- Banh gia qua trinh: 50% trong do:

+ Lam bai tap: 50%

Ké hoach danh gia nhu sau:

[1] Sach, Tai liéu tham khao: Champlain, J.J., Auditing Information Systems, John Wiley,
2003

[2] Séch, tai liéu tham khao: Davis, C., Schiller, M., Wheeler, K., IT Auditing: Using
Controls to Protect Information Assets, McGraw Hill, 2009

- Thi cudi hoc ky:  50% (thi ty luan, dé mo (t6i thiéu 60 pht) (cong 1a 100% = 10 diém))

Hinh ) Cong cu KT C‘huén Tilé
thire Noi dung Thoi dieém daura | (%)
KT KT
Bai tap 50
Bai tap vé hoat dong 1ap ké hoach danh gia |  Tuan 2 Baitapnho | G1.2, |10
HTTT trénlop | G2.1,
BT#1 G31,
G3.2
Bai tdp v& vé cac nén tang kiém soat: Tuén 4 Bai tap nhé | G1.3, 10
COBIT, ITIL trén16p | G2.1,
BT#2 G31
G3.2
Bai tip vé vé hoat dong danh gia hé thong Tudn 7 Bai tap nho | G14, |10
uan tri CNTT an 14 G2.1,
BT#3 q 1 trén 16p o3 1
G3.2
Bai tap vé vé hoat dong danh gi4 hé thong Tudn 12 | Baitapnho |GL5, |10
uan 1y bao mat thong tin an 16 G2.1,
BT#4 q Yy : g trén 16p o3 1
G3.2
Bai tap vé vé hoat dong danh gia lién tuc Tudn 14 Bai tap nho | G1.7, |10
kinh doanh va khoi phuc sau tham hoa trén 16p G2.1,
BT#5 G3.1,
G3.2
Thi cudi ky 50

- N6i dung bao quat tit ca cac chuan dau ra
quan trong cua mon hoc.
- Thoi gian lam bai 60 phut.

Thi tu luan




12. K& hoach thuc hién (Ni dung chi tiét) hoc phin theo tuin c

Ngi dung

Chuin dau ra hoc
phan

Chuwong 1: Quy trinh danh gia hé
thong thong tin ( 6/0/12)

A/ Cac ND va PPGD chinh trén l6p:
(6)

Noi Dung (ND) GD chinh trén lép
+ Gi6i thiéu vé danh gia HTTT

+ Gi6i thiéu vé kiém soét ndi bo

+ Lap ké hoach dénh gia HTTT

+ Tién hanh danh gia HTTT

+ Giao d6 4n mon hoc

Tém tit cic PPGD chinh:

+ Thuyét giang

+ Trinh chiéu Powerpoint

+ Thao luan nhém

+ Bai tap

G1l1,Gl.2 G1.3,
Gl4,G2.2,G4.1

B/ Cac ndi dung can ty hoc ¢ nha:
(12)

Cac noi dung ty hgc chinh:

+ Chuong 3 [1]

+ Chuong 2 [2]

Cic tai liéu hoc tap cin thiét:

+[11.[2]

3dén7

Chwong 2: Qudn tri cong nghé thong
tin( 15/0/30)

A/ Tém tit cac ND va PPGD chinh
trén lop: (15)

N¢i Dung (ND) chinh trén 16p:

+ Nén tang quan tri cong nghé thong
tin (CNTT)

+ Céc phuong phap va cong cu quan ly
rui ro

+ Quan hé giira chién lugc CNTT va

G15,Gl.6,G1.7,
G1.8,G2.2,G4.1

4




chién lugc doanh nghiép

+ Cac nén tang kiém soat: COBIT,
ITIL

+ Danh gia quan tri CNTT
Tém tit cac PPGD chinh:
+ Thuyét giang

+ Trinh chiéu Powerpoint

+ Thao luan nhém

+ Bai tap

B/ Cac ndi dung cin tw hoc ¢ nha:
(30)

Cac ngi dung tu hoc chinh:

+ Chuong 4, 10 [1]

+ Chuong 13, 15 [2]

Cic tai liéu hoc tap cin thiét:

+[1], [2]

8 dén 12

Chuwong 3: Bdo vé tai sdan thong tin
doanh nghiép (15/0/30)

A/ Tém tit cac ND va PPGD chinh
trén 16p: (15)

N¢i Dung (ND) chinh trén 16p:
+ Quan 1y bao mat thong tin

+ Bdo mat luan 1y va trng dung
+ B4o mat moi truong va vat ly

+ Panh gia quan ly bado mat thong tin

Tém tit cac PPGD chinh:
+ Thuyét giang

+ Trinh chiéu Powerpoint

+ Thao luan nhom

+ Bai tap

G1.9, G1.10. G1.11.
G1.12,G4.1

B/ Cac ndi dung cin tu hoc ¢ nha:
(30)




Cac ngi dung tu hoc chinh:

+ Chuong 7, 8 [1]

+ Chuong 3,4,5,6,7,8,9,10 [2]
Cic tai liéu hoc tap cin thiét:

+[1], [2]

13& 14

Chuwong 4: Lién tuc kinh doanh va
khéi phuc sau tham hoa (6/0/12)

Dy kién cac CPR
dwgc thue hién sau
khi két thic ND

A/ Tém tit cac ND va PPGD chinh
trén lop: (6)

N¢i Dung (ND) chinh trén 16p:

+ Lap ké hoach lién tuc kinh doanh va
khoi phuc sau tham hoa

+ Déanh gia lién tuc kinh doanh va khoi
phuc sau tham hoa

Tém tit cic PPGD chinh:
+ Thuyét giang

+ Trinh chiéu Powerpoint
+ Thao luan nhom

+ Bai tép

G1.13,G1.14,G4.1

B/ Céc ndi dung can tw hoc ¢ nha:
(12)

Cac ngi dung tu hoc chinh:

+ Poc céc tai liéu vé danh gia lién tuc
kinh doanh va khoi phuc sau tham hoa
do gido vién chi dinh

Cac tai liéu hoc tip can thiét:

15

On tap (3/0/6)

A/ Tém tit cac ND va PPGD chinh
trén lop: (3)




Noi Dung (ND) chinh trén lép:
+ On tap
Tém tit cac PPGD chinh:

+ Trinh bay va thao ludn nhom

B/ Cac ndi dung cin tu hoc ¢ nha:

(6)

Cac ngi dung tu hoc chinh:
On tap
Cic tai lidu hoc tap cin thiét:

+[1], [2]

13. Pao dirc khoa hoc:

+ Céc bai tap va bai thuc nghiém phai dugc thuc hién ti{ chinh ban than sinh vién. Néu bj pl}ét
hién c6 sao chép thi xir Iy cac sinh vién c6 lién quan bang hinh thirc danh gia 0 (khong) diém
gitta ky va cam thi cudi ky.

+ Khong dugc thi ho. Néu bi phat hién thi s€ bi ky luét theo quy dinh ctia Khoa va nha truong.

14. Ngay phé duyét: ngay/thang/nam
15. Cip phé duyét:
Trwoéong khoa T6 truéng BM Nhom bién soan

TS. Ping Thanh Diing ~ GVC. TS. Nguyén Thanh Son ThS. Hoang Long

16. Tién trinh cip nhat PCCT

Lan 1: Noi Dung Cap nhat DCCT lan 1: ngay/thang/nim <nguoi cap nhat ky
va ghi ro ho tén)

To truong B mon:




Lan 2: Noi Dung Cap nhat DCCT lan 2: ngay/thang/nim

<ngudi cap nhat ky
va ghi rod ho tén)

T6 truong BO mon:




