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Phu luc 3: SPANNING TREE PROTOCOL

Mot mang manh mé duoc thiét ké khong chi dem lai tinh hiéu qua cho viéc truyén céc
g01 hoac frame, ma con phai xem xét lam thé nao dé khoi phuc hoat dong cia mang mdt
cach nhanh chong khi mang xay ra 16i. Trong mdi truong 16p 3, cac giao thuc dinh tuyén sir
dung con duong du phong dén mang dich dé khi con duong chinh bi 16i thi s& nhanh chong
tan dung con dudng thtr 2. Pinh tuyén 16p 3 cho phép nhiéu con duong dén dich dé duy tri
tinh trang hoat dong ctia mang va ciing cho phép cén bang tai qua nhiéu con duong.

Trong mo6i truong 16p 2 (switching hodc bridging), khong sur dung giao thire dinh tuyen
va ciing khong cho phep cac con duong du phong, thay vi bridge cung cap viée truyen dir
lidu gitra cac mang hodc cac cong cua switch. Giao thirc Spanning Tree cung cap lién két
du phong dé mang chuyén mach 16p 2 ¢6 thé khoi phuc tir 16i ma khong can co sy can thiép
kip thoi. STP duoc dinh nghia trong chuan IEEE 802.1D.

3.1 Spanning Tree la gi va tai sao phai str dung né?

Spanning Tree Protocol (STP) la mot giao thirc ngan chén su 1ap vong, cho phep cac
bridge truyén thong véi nhau dé phat hién vong lap vat Iy trong mang. Sau d6 giao thirc nay
s& dinh rd mot thuat todn ma bridge c6 thé tao ra mot cau truc mang logic chira vong lap
(loop-free). No6i cach khac STP s& tao mdt ciu tric cdy cua free-loop gom céc 14 va cac
nhanh ni toan bd mang 16p 2.

Vong lap xay ra trong mang v6i nhiéu nguyén nhan. Hau hét cac nguyén nhan thong
thuong 1a két qua cua viée ¢ gang tinh toan dé cung cap kha nang dy phong, trong trudng
hop nay, mot lién két hodc switch bi hong, cac lién két hodc switch khac van tiép tuc hoat
dong, tuy nhién cac vong ldp ciing co thé xay ra do 101 Hinh 3.1 biéu dién mot mang
chuyén mach véi cac vong lip ¢d y duoc ding dé cung cap kha nang dy phong nhu thé nao.

Firing Server Farm
Closed Backbone -

Hinh 3.1: bridging loop trong mang

Hai nguyén nhan chinh gdy ra su lip vong tai hai trong mang chuyén mach 13 do
broadcast va sy sai I¢ch ctia bang bridge.
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Vong lap broadcast

_Vong lap broadcast va vong lap 16p 2 1a mét su két hop nguy hiém. Hinh 3.2 biéu
dieén broadcast tao ra vong lap phan hoi (feedback loop).

Host-A

Host-B
Hinh 3.2: khong co STP, broadcast tao Feedback loop

Gia sir rang, khong c6 switch nao chay STP:

e Bwéc I: host A glri mot frame bang dia chi broadcast (FF-FF-FF-FF-FF-
FF).

*  Budc 2: frame dén ca hai Cat-1 va Cat-2 qua cong 1/1
»  Buwdc 3: Cat-1 s& dua frame qua cong 1/2.

e  Bwoc 4: frame duogc truyén dén tat ca cac nat trén doan mang Ethernet ké
ca cong 1/2 cua Cat-2.

* Bwéc 5: Cat-2 dua frame nay dén cong 1/1 cta né.
e Bwéc 6: mot 1an nita, frame xuét hién céng 1/1 cua Cat-1.

e Buwdc 7: Cat-1 s& gii frame nay dén cong 1/2 1an hai. Nhu véy tao thanh
mot vong lap ¢ day.

Chu y: frame nay cling tran qua doan mang Ethernet va tao thanh mot vong lap theo
huong nguoc lai, vong lap feedback xdy ra ¢ ca hai hudng. Mot két luan quan trong nira
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trong hinh 3.2 1a vong lap bridge nguy hiém hon nhiéu so véi vong ldp dinh tuyén. Hinh
3.3 mo ta dinh dang cua mot DIXv2 Ethernet frame.

Type ‘ Data J CRC ‘

T N N

Dest MAC Source MAC

6 3] 2 48-1300 4

Hinh 3.3 : dinh dang ciia mgt DIXv2 Ethernet frame

DIXv2 Ethernet Frame chi chira 2 dia chi MAC, mét truong Type va mot CRC.
Trong IP header chira truong time-to-live (TTL) dugc thlet 1ap tai host goc va n6 s€ dugc
giam di 1 mdi khi qua mét router. Goi s& bi loai bé néu TTL = 0, diéu nay cho phép cac
router ngin chin cac datagram bi “run-away”. Khong gidng nhu IP, Ethernet khong c6
truong TTL, vi vay sau khi mot frame bat dau bi 1ap trong mang thi no van tiép tuc cho
dén khi ai d6 ngat mot trong cac bridge hodc ngit mot kién két.

Trong mot mang phurc tap hon mang dugc mo6 ta trong hinh 3.1, va 3.2 thi c6 the gay
ra vong lap feedback rat nhanh theo ti 18 s6 mil. Vi cir mdi frame tran qua nhiéu cong cua
switch, thi tong s6 frame ting nhanh rat nhiéu

Ngoai ra can phai chii y dén con bio broadcast trén nguoi dung cia host A va B trong
hinh 3.2. Broadcast duoc xur ly boi CPU ¢ tat ca cac thiét bi trén mang. Trong truong hop
nay, cac PC déu cd xur Iy bdo broadcast. Néu ta ngat mot trong s6 cac két ndi, thi no tre
lai hoat dong binh thuong. Tuy nhién, ngay khi ta két ndi né trd lai thi broadcast s& sir
dung 100% CPU. Néu ta khong xir Iy diéu nay ma van tiép tuc str dung mang, thi sé& tao
ra vong 1ap vat ly trong mang.

Viéc sai léch bang bridge

Nhiéu nha quén tri switch/bridge da nhén thirc van dé co ban ciia bdo broadcast, tuy
nhién ta phai bi€t rang thdm chi cac unicast frame cling c6 thé truyén mai trong mang ma
chura vong lap. Hinh 3.4 mo ta diéu nay.

e Buwdc I: host A mudn giri g6i unicast dén host B, tuy nhién host B da roi khoi
mang, va dung vdi bang bridge cua switch khong co6 dia chi cua host B.

»  Budc 2: gia su rang ca hai switch déu khong chay STP, thi frame dén cong
1/1 trén ca hai switch.

* Bwdc 3: vi host B bi down, nén Cat-1 khong co6 dia chi MAC (BB-BB-BB-
BB-BB-BB) trong bang bridge, va n6 tran frame qua céc cong.

»  Bwéc 4: Cat-2 nhan duogc frame trén cong 1/2 . C6 2 van dé xay ra:

o Bwdc 5: Cat-2 tran frame vi n6 khong hoc dia chi MAC BB-BB-BB-
BB-BB-BB, diéu nay tao ra feedback loop va lam down mang.

o Cat-2 chi ¥ rang, n6 chi nhan mot frame trén cong 1/2 véi dia chi
MAC la AA-AA-AA-AA-AA-AA. N6 thay d6i dia chi MAC ciia host
A trong bang bridge dan dén sai cong.
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Hinh 3.4: frame unicast ciing cé thé gdy ra Bridging Loop
va lam sai lénh bdang bridge

Vi frame bi lap gheo hudéng nguoc lai, nén ta théy dia chi MAC cua host A bi 1an giita
cong 1/1 va 1/2. Diéu nay khong chi lam mang bi tran véi cac goi unicast ma con sua sai
bang bridge. Nhu vay khong chi c6 broadcast méi lam hu hai mang.

3.2 Hai khai niém co ban cia STP

Vi€ tinh toan Spanning Tree dya trén hai khai niém khi tao ra vong 1ap logic trong
cau trac mang do6 la: Bridge ID (BID) va chi phi duong di.

Bridge ID (BID)

BID 1a mét trudng co 8 byte, nd gdm co 2 trudng con duge miéu ta nhu hink 3.5 sau:

BID -8 Bytes

< >
Eridge
Priority e

~ > >
2 Bytes 6 Bytes

Range: 0-65,535 From Backplane/Supervisor

Default 32,768

Hinh 3.5 : hai trwong cua BID
Trong do:
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*  Dija chi MAC: c6 6 byte dugc gan cho switch. Catalyst 5000 va 6000 sur dung
mot trong s6 cac dia chi MAC tir ving 1024 dia chi gan cho mdi giam sat vién
(supervisor) va bang ndi da ning (backplane). Pia chi MAC trong BID st
dung dinh dang hexa.

 Chu y: mot vai Catalyst liy dia chi MAC tir module giam sat (nhu Catalyst 5000) va
lay dia chi khac tir backplane (nhu Catalyst 5500 va 6000)

e Bridge Priority: 1a @0 wu tién bridge c6 2 byte tao thanh 2'° gia tri tr 0 -
65.535. B uu tién bridge c6 gid tri mac dinh 1a gia tri & khoang gilia
(32.768).

Chi y: ta chi tap trung vao phién ban IEEE cua giao thirc Spanning Tree. Méc du ve
co ban 1a nhu nhau nhung c6 mdt vai diém khac bi¢t gitta IEEE STP va DEC STP nhu
DEC STP str dung 8 bit Bridge priority.

Chi phi dwong di

Bridge st dung khai niém chi phi dé danh gia cac bridge khac. 802.1D dinh nghia chi
phi 1a 1000 Mbps bang cich chia bing thong cua lién két. Vi du nhu mot lién két
10BaseT co6 chi phi 1a 100 (1000/10), Fast Ethernet va FDDI st dung chi phi 1a 10
(1000/100). Tuy nhién voi vi€e gia tang cua Gigabit Ethernet va OC-48 ATM (2,4Gbps),
thi chi phi duoc luu trir 1a mot gia tri nguyén ma khong phai 1 phan sd. Vi du nhu két
qua OC-48 ATM trong 1000/2400 Mbps= 41667 bps, mot gia tri chi phi khong hop 18.
Do d6 céc chi phi 16n hon hoac bang 1 Gbps thi ¢6 chi phi la 1, tuy nhién diéu nay ngan
can STP lya chon chinh x4c “con duong t6t nhat” trong mang Glgablt

Dé giai quyét tinh trang kho xu nay, IEEE quyét dinh sira d6i chi phi dé sir dung tinh
co dan khong tuyén tinh. Bang 3.1 cho ta mot danh sach gia tri chi phi méi.

Bang thong Chi phi STP

4 Mbps 250
10 Mbps 100
16 Mbps 62
45 Mbps 39
100 Mbps 19
155 Mbps 14
622 Mbps 6

1 Gbps 4

10 Gbps 2
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Bdng 3.1 Danh sach chi phi moi

Gia tr1 trong bang 3.1 dugc chon can than dé so do hoat dong cli va méi co tbe do lién
két nhanh nhu hién nay. Mgt diém chua y 1a gia tri chi phi STP cang thap cang tot.

3.3 Cac buéc ra quyét dinh cia STP

Khi tao ra cdu triic mang logic chtra vong lip (loop-free) thi Spanning Tree luén ding
trinh tu bon budc sau:

« BID gbc (Root BID) thap nhat.

*  Chi phi duong di dén Bridge gbc thap nhit.
 BID ctia nguoi giri thap nhat.

 ID cua cong (PortID) thip nhét.

Bridge trao ddi thong tin Spanning Tree v6i nhau, sir dung frame xéac dinh 1a don vi
dir liéu giao thire bridge (Bridge Protocol Data Unit - BPDU). Mot bridge st dung trinh
tu béq budc nay dé luu mot ban 520 cua BPDU t6t nhat trén moi céng. Khi dén~h gia, no
xem tat ca BPDU nhéan duoc trén cong ciing nhu BPDU gui di trén cong d6. Moi BPDU
dén déu guqc kiém tra thep trinh tu bon budc nay, néu tot hon BPDU hién tai thi né dugc
luu lai cong do va thay thé gia tri cii.

Chii y: cic bridge s& giri BPDU cau hinh cho dén khi nhan nhiéu hon mét BPDU tét.

Thém vao d6, qua trinh luu lai BPDU t6t nhit ciing diéu khién viéc guri cac BPDU.
Khi mét bridge lan dau tién hoat dong, thi tat ca cac cong cta nd duoc gui BPDU 2s mét
lan (day 1a gia tri mic dinh cta bo dinh thoi). Tuy nhién, neu mot cong ling nghe mot
BPDU tir mét bridge khac tot hon BPDU ma né giri, thi cong s& ngung giri BPDU. Néu
BPDU nay tir mét 1an can ngung dén trong mot khoang thoi gian (20 s 13 mic dinh) thi
cong tiép tuc giri BPDU lai lan nita.

Chii y: c6 2 loai BPDU 1a BPDU cau hinh va BPDU thong bdo thay dbi ciu truc
mang (TCN).
3.4 Su hditu STP ban dau (Initial STP Convergence)

Phan nay ta s& xem xét thuat toan ma STP su dung dé hoi tu 1an dau tién trén cau triic
mang logic chira vong lap (loop-free). Méc du c6 nhicu khia canh STP, nhung sy hoi tu
ban dau dugc phan nho thanh ba budc sau:

+  Quyét dinh mot bridge gbe (Root Bridge).
+  Quyét dinh cong gbc (Root Port).
+  Quyét dinh cong duoc chi dinh (Designated Port).

Khi mot mang khoi dong 1an dau, tit ca cac bridge thong bao thong tin BPDU mot
cach 1on xon. Tuy nhién, cac bridge nay s€ 1ap tirc ap dung trinh ty bdn bude (¢ phan
3.1.3). Mot bridge gbc duoc quyét dinh dé hoat dong nhu 13 ¢ ‘trung tam cua van vat” d6i
v6i mang. T4t ca cac bridge con lai tinh toan viée thiét 1ap cac cong gdc va cac cong chi
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dinh dé xay dung cau trac mang chtra loop-free. Két qua 1a bridge gdc giéng nhu mot hub
véi cac duong di loop-free ra bén ngoai. Khi mang c6 trang thai 6n dinh, thi bridge goc s€
guri cac BPDU dén moi doan mang.

Sau khi mang hoi tu trén cu tric mang loop-free, néu c6 thém sy thay doi thi s& sir
dung qua trinh thay d6i cau tric mang.

Hinh 3.6 12 md hinh ciia mot mang switch/bridge. Mang nay goém c6 ba bridge két ndi

thanh m@t vong lip. Moi cau ndi duge gan mot dia chi MAC khong c6 that tuong g véi
tén thiét bi (vi du nhu Cat-A st dung dia chi MAC la AA-AA-AA-AA-AA-AA).

MAC=44-44-44-44-44-44

111 1”2

172 12

MAC=E5-BEB-EBE-BEE-BEE-BEE MAC= CCOCCCOC OO0

Hinh 3.6: mé hinh mang s dung STP
Buiéc 1: quyét dinh mét bridge goc.

Pau tién cac switch can chon mot bridge gdc bang cach tim bridge co BID thip nhét.

Chii y: nhiéu tai lidu sir dung tinh wu tién cao nhét khi néi dén két qua ciia qua trinh
chon bridge goc. Tuy nhién, bridge vai tinh wu tién cao nhat thuc t€ c6 gia tri thap nhat.
bé tranh nham lan, tai li¢u nay ludn dé cap dén gia tri thap nhat.

Nhu d3 n6i dén & phan trén BID 1a mot dinh danh 8 byte dugc chia thanh 2 truong
con la Bridge Priority va dia chi MAC tir nguodi gidm sat (supervisor) hodc backplane.
Tro lai hinh 3.6, ta théy Cat-A c6 BID mac dinh 1a 32.768 va dia chi MAC la AA-AA-
AA-AA-AA-AA. Cat-B 1a (32.768, BB-BB-BB-BB-BB-BB) va Cat-C la (32.768, CC-
CC-CC-CC-CC-CC). Vi ca ba bridge déu sir dung Bridge Priority 12 32.678 nén dia chi
MAC thap nhat 1a AA-AA-AA-AA-AA-AA va Cat-A tré thanh Bridge gbc. Hinh 3.7 md
ta qué trinh nay.

Chii y: gia tri BID ciing 1a thap nhat.
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Hinh 3.7: chon Bridge Root

Nhung lam thé nao cac bridge biét dugc Cat-A co BID thap nhat? D6 1a do viée trao
ddi cac BPDU. Bridge str dung BPDU danh riéng dé thay d6i cau tric mang va thong tin
Spanning Tree 1an nhau. Cac BPDU duoc gii mic dinh 2s mot lan. Cac BPDU la luu
luong bridge-to-bridge, n6 khéng mang luu lugng end-to-end. Hink 3.8 mo ta cac phan
co ban cua mot BPDU.

Root BID «— che Biét bridge géc

Root Path Cost | <« che biéz chi phi dudng & ciia bridge gbc

Sender BID «— cho biét B-ID ciia bridge gizi BPD U ndy
Port ID «— cho biét BPDU dén tiv port néo
ciic bridge giii
.

Hinh 3.8: cdc thanh phén co bén ciia BPDU

Muc dich viéc chon bridge gdc chi lién quan dén truong Root BID va Sender BID.
Khi mét bridge phat ra mot BPDU 2s mdt lan, ngay tirc khac n6 s€ x4c dinh bridge goc
dua vao truong Root BID. Bridge nay luon dat BID cua chinh né trong Sender BID.

Chii y: Root BID 1a ID cta bridge gdc hién tai, trong khi Sender BID 1a ID cua bridge
cuc bd hoac switch.

Khi bridge khéi dong lan giéu tién, no ludn ludn (}‘ét BID trong cé} hai truong Root
BID va Sender BID. Gia su rang, Cat-B khoi dong dau tién va bat dau gui cac BPDU
thong bdo chinh n6 1a Bridge goc 2s mot 1an. Mot vai phtt sau Cat-C khoi dong va thong
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bao chinh no 13 Bridge gbc. Khi BPDU cuia Cat-C dén Cat-B, Cat-B s& loai bo BPDU vi
n6 c¢6 B-ID thap hon duoc luu trén cic cong ciia nd. Ngay 1ap tirc Cat-B truyén BPDU,
Cat-C biét duogc 1a gia dinh ban dau cua no 1a sai. Tai thoi diém do, Cat-C bt dau giri
BPDU véi Root BID 14 B va Sender BID 14 C. Biy gio mang chap nhan B 13 Bridge gdc.

5 phut sau do, Cat-A khoi dong, n6 gia st rang n6 1a bridge gdc va bt ddu quang ba
diéu nay trong BPDU. Ngay lap tic cic BPDU dén Cat-B va C, cac switch niy s&
nhudng bridge gdc lai cho Cat-A. Bay gid tit ca 3 switch déu giri cac BPDU thong bao
Cat-A 1a bridge gdc va chinh n6 1 Sender BID.

Buwéc 2: chon cong géc.

Sau khi xdc dinh duoc bridge gdc, thi cac switch s& chuyen qua chon cong goc. Cong
goc 1a mot cong trén bridge cuc bd. Mdi brigde (trir bridge gdc) phai Iya chon mot cong
gbe.

Chii y: Mbi bridge (trir bridge gbc) sé& lua chon cong gdc.

Bridge s€ s dung khai niém chi phi dé xét cong géc Cu thé 1a cac bridge theo doi chi
phi duong di gbc, chi phi tich lily cta tit ca cac lién két dén bridge goc. Hinh 3.9 m6 ta
1am thé nao tinh toan qua nhiéu bridge va két qua cua viéc quyét dinh cong gdc.

« (1): khi Cat-A (bridge gbc) giri cac BPDU, thi né chita chi phi duong di gbc 1a
0.

* (2): khi B nhan cac BPDU nay, n6 thém vao chi phi duong di ciia cong 1/1vao
chi phi duong di gbc chira trong BPDU nhén. Gia sir ring mang dang chay
switch Catalyst 5000 c¢6 ma 16n hon phién ban 2.4 va ba lién két trong hinh
3.9 déu la Fast Ethernet. Cat-B nhan chi phi duong di gdc 1a 0 va thém vao chi
phi cia cong 1/1 1a 19.

* (3): sau do Cat-B su dung gia tri 19 va gui BPDU vdi chi phi duong di gbe 1a
10 ra cong 1/2.

* (4): khi Cat-C nhan BPDU nay tir B, thi n6 ting chi phi duong di gbc thanh 38
(19+19).

* (5): tuy nhién Cat-C cing nhan BPDU tur bridge gbc trén cong 1/1. Cat-C s&
thém vao cong 1/1 vai chi phi 1a 0, va ngay lap tirc n6 tang chi phi [én 19.

* (6): Cat-C thiy chi phi duong di goc 1a 19 trén cong 1/1 va 38 trén cong 1/2,
n6 quyét dinh cong 1/1 1a cong gdc (chon gid tri nho nhat).

* (7): sau d6 Cat-C bat dau quang ba chi phi dudng di gdc véi gia tri 19 dén cac
switch xudi dong.
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Hinh 3.9 : chon Root Port

9 biéu diép Cat-B tinh toan va chon ra cong /1 1a cong gdc vai chi phi 1a 19,
khi mgt cong nhan BPDU thi chi phi s€ tang dan.

Chi phi STP dugc tang khi mot cong nhan BPDU, chtr khong phai vi n6 dugc
gui ra khoi cong. Vi du nhu, cac BPDU dén trén cong 1/1 cia Cat-B véi chi
phi 1a 0 va tang lén 19 bén trong Cat-B.

Sy khac nhau giita chi phi duong di va chi phi duong di gbc.

Chi phi duong di la gia tri dugc gan cho mdi cong, nd duge thém vao cac
BPDU duogc nhan trén cong dé dé tinh toan chi phia duong di goc.

Chi phi dwong di gdc 1a chi phi tich liiy dén bridge gdc. Trong BPDU, ddy la
gia tri cua truong chi phi. D61 voi mot bridge, gia tri nay dugce tinh bang cach
cong céc chi phi duong di ciia cadc cong nhén vai gia tri chira trong BPDU.

Buéc 3: quyét dinh cong dwoc chi dinh.

M&i doan mang trén mét bridge c6 mot céng duoc chi dinh, cong nay c6 chirc nang
nhan va gui luu luong dén doan mang kia va bridge gbc. Néu chi co mot cong nam giir
lru Iugng trén mdi lién két, thi tit ca vong ldp bi pha bo. Bridge chita céng duogc chi dinh
duoc goi la designated bridge cho doan mang do.
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) Viéc lua ’chQn cé)ng duoc chi dinh cling dua trén chi phi tich lily cta duong di géc
deén bridge goc (hinh 3.10).
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Hinh 3.10: chon Designated Port

bé xac dinh céng duoc chi dinh, ta hay nhin vao mdi doan mang. Dau tién la doan 1,
lién két giita Cat-A va B c¢6 2 cong 1a Cat-A: cong 1/1, va Cat-B: cong 1/1. Cong 1/1 ciia
Cat-A c6 chi phi dudng di gbc 1 0, va cong 1/1 caa B 1a 19 (gia tri 0 duwoc nhén trong
BPDU tir A cong véi chi phi duong di dugc gan cho cong 1/1 ciia B). Vi cong 1/1 ciia A
¢6 chi phi dudng di thap hon nén né tré thanh cong duge chi dinh ddi véi lién két nay.

i Pbi v6i doan mang 2 (kién ké‘E gitta Cat-A va C), tuong tu céng 1/2 cia A tr¢ thanh
cong duogc chi dinh. Cht y 1a moi cong hoat dong trén bridge goc déu trd thanh cong
duoc chi dinh.

Bay gio hdy xem doan 3 (lién két giita Cat-B va C), ca hai cong 1/2 cia B va 1/2 cia
C déu c6 chi phi dudng di gbc 12 19. Pay 1a mot sy han ché, va STP thuong sir dung trinh
tu bon bude dé quyét dinh:

+  B-ID gdc thap nhit.

*  Chi phi duong di dén bridge gdc thap nhat.
* Sender BID thép nhit.

* ID cua cong thip nhat.

Trong vi du & hinh 3.10, tht ca cac bridge déu tan thanh Cat-A 1a Bridge gdc, ca B va
C déu c6 chi phi 14 19, nén ta sé& lay yéu t6 BID dé quyét dinh. BID cta B 1a (32.768.BB-
BB-BB-BB-BB-BB) vi ctia C 1a (32.768.CC-CC-CC-CC-CC-CC), do d6 cong 1/2 cia B
la Céng duoc chi dinh cho doan 3.
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Vi du trong mgf)t mang chira 15 switch va c6 146 doan mang (moi céng la mot doan
mang duy nhat), so thanh phan STP hi¢n c6 1a

Céc thanh phan STP S6
Bridge goc 1

Cong gbc 14
Cé)ng duoc chi dinh 146
Bing 3.2: Cdc thanh phan STP trong
mang co 15 switch va 146 doan mang

TAt ca cac quyét dinh STP déu dua trén mot trinh tu nhu da dé cap:
+ BID gbc thip nhit.
Chi phi duong di d&én bridge gdc thap nhat.
* Sender BID thép nhit.
 ID ctia cong thap nhat.

Khi mét céng nhan BPDU no sé so sanh véi cac BPDU nhén duoc trén cac céng khac
(cling nhu BPDU dugc guri trén cong d6). Chi BPDU tot nhat méi duoc luu lai. Tt nhat
& day c6 nghia 13 gia tri thdp nhét (vi du nhu BID thap nhét tr¢ thanh Bridge gbc, gia tri
thip nhit ciing dugc st dung dé chon cong gbc va cong duge chi dinh). Mot cong s&
ngung truyén BPDU néu n6 nghe duge mot BPDU t6t hon BPDU cuia né.

3.5 Cac trang thai cua STP

Sau khi bridge phan chia dugc cac cong nhu cong gbc, cong duoc chi dinh va cong
khong dugc chi dinh, thi viéc tao ra céu trac mang chira loop-free khong phirc tap lam,
cong gbe va cCong duoc chi dinh chuyen tiép luu luong, trong khi cong khong duoc chi
dinh thi khéa luu lugng. Viéc chuyén tiép va khoa chi 13 2 trang thai thong thudng trong
mang, bang 3.3 mo ta 5 trang thai cua STP.
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Trang thai Muc dich

Chuyén tiép (forwading) | Gui va nhan dit liéu nguoi ding

Hoc hdéi (learning) Xay dung bang bridge
Ling nghe (listening) Xay dung ciu tric mang “active”
Khoa (blocking) Chi nhan cac BPDU

Vo6 hi¢u hoa (disable) Céc cong bi down

Bdng 3.3: Cac trang thai cua STP

Trang thai “disable” cho phep nguoi quan tri mang quan ly viéc ngung hoat dong cua
mot cong. Sau khi khdi tao, cac cong bat dau trong trang thai “blocking” dé ling nghe cac
BPDU.

Do su da dang cua cac sy kién ma bridge truyén trong trang thai “listening” (vi du
nhu mot bridge nghi no la bridge gbc ngay sau khi khoi dong). O trang thai nay, khong
c6 dir liéu nguoi dung dugce truyén qua, tc 13 cong dang giri va nhan cac BPDU dé c6
ging tao ciu trac mang hoat dong. Trong trang thai “listening” s&€ st dung ba budc hoi tu
da néi ¢ trén, cac cong bi mit quyén cong dugc chi dinh s& tro thanh cong khong dugce
chi dinh va tr¢ lai trang thai “blocking”.

Cac céng duoc chi dinh va céng géc sau 15s (giéd tri mac dinh cta bg dinh thoi) s&
chuyén qua trang thai “learning”. Trong khoang 15s khac, bridge van khong chuyén cac
frame cua nguoi dung qua, ma xay dung bang bridge ctia n6. Khi bridge nhan frame, n6
dua dia chi MAC va cong vao bang bridge. Trang thai “learning” s€ giam bot s6 luong
tran ngap khi viéc chuyén tiép dir lidu bat dau.

Chii y: Trong viéc luu trir dia chi MAC va thong tin cong, cac Catalyst hoc cac thong
tin nhu VLAN nguon.

Néu mét cong van 1a céng dugc chi dinh hay cong goc & khoang thoi gian cubi cua
trang thai “learning”, thi cong chuyén qua trang thai “forwading”. O trang thai nay, nd
bét dau gui va nhan cac frame cua nguoi dung. Hinh 3.11 moé ta trang thai cac cong va
viéc chuyén trang théi.
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Trang thei port:
(1): Me part hodc khéi tae pors
(2): Khéa port hodic port bi hing
{2): Chan Roat Port hadc Designated Porg
{4): Neung chon Reat Part hodic Designated Port
(5): Bét bé dink théi chuyén tiép.

Trang thdi Cisce-Specific

{6): PareFast
{7 UplinkFast

Listening

Hinh 3.11: trang thdi cdc cong va hoat dpng chuyén trang thdi

Hinh 3.12 biéu dién mang véi su phan chia cong va danh sach cac trang thai. Cha y 1a
tat ca cac cong déu chuyén tiép trir cong 1/2 cua Cat-C.

Root
Bridge

1/2 ® Segment 2

Segment 1 ® 1M1

1/2

«— Blocking

Segment 3

Hinh 3.12: so d6 mang véi cdc cong dwgc dinh danh



Chuwong trinh tro giup thiét ké mang Campus

Trang thai/cong Ky hiéu
Blocking B
Forwading F
Céng duoc chi dinh DP
Cong gbce RP
(Ciiiirlllg khong duoc chi NDP

Bing 3.4 : Cac trang thai STP va
cdac ky hiéu cong

3.6 B{ dinh thoi gian STP

M3t bridge trai qua 15s & mdi trang thai “listening” va “learning”. STP dugc dicu
khién boi ba by dém thoi gian (timer) nhu trong bang 3.5.

Timer Muc dich (%la trl
* mac dinh
Hello Timer Khoang thoi gian gui cac BPDU 2s
cau hinh gui boi Bridge goc
Forward Delay | Thoi han ¢ trang théi Listening 15s
va Learning
Max Age Thoi gian luu trit BPDU 20s

Bdng 3.5: STP Timer

Vi du: gia st rang lién két doan 3 trong hinh 3.12 st dung mot hub va cong 1/2 cua
Cat-B truyén ra ngoai. Cat-C khong thong bao 16i lién vi no van dang nhan lién két
Ethernet tir hub. Cat-C chi thong bao la cac BPDU ngung dén. Sau 20s (Max Age), thi
cong 1/2 cia Cat-C lay thong tin BPDU cii voi cong 1/2 cua Cat-B 1a cong duoc chi dinh
cho doan mang 3. Piéu nay lam cho cong 1/2 cua Cat-C truyén trong trang thai
“listening” dé ¢ gang trd thanh cong duoc chi dinh. Vi vdy cong 1/2 cia Cat-C cung
cip truy cdp t6t nhat tir bridge gbc dén lién két ndy, nén nd chuyén sang trang thai
“forwarding”. Nhu vdy, Cat-C mét 50s (20s Max Age + 15s Listenning + 15s
Forwarding) dé vuot qua sau khi cong 1/2 trén Cat-B bj 15i.
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Trong trU:O'ng hop nay, cac bridge co thé phat hién sy thay di cau trac mang trén cac
lién két két ndi truc tiép va ngay 1ap tic chuyén sang trang thai “listening” ma khong can
cho thoi gian Max Age. Xem vi du trong hinh 3.13.

Root
Bridge

® ®

30 secs

Hinh 3.13: 16i xdy ra trén lién két giiva Root Bridge va
Root Port cua Cat-C

Trong truong hop nay, cong 1/1 cua Cat-C bi 18i, vi lién két trén cong gbc ciing bi 161
nén ngay 1ap tirc cong 1/2 cua Cat-C chuyén sang trang thai “learning” dé tro thanh cong
gbc méi thay vi cho 20s r0i méi lay thong tin cii. Piéu nay 1am cho thoi gian hoi tu STP
giam tir 50s xudng 30s (15s listening + 14s learning).

Chit y: thoi gian hoi tu STP 1a tir 30s dén 50s.
Hai diém quan trong can nh¢ khi st dung bd dinh thoi STP la:

* Thir nhat: khong thay doi gia tri thoi gian mic dinh khi khong c6 sy can nhic
can than.

«  Thir hai: ta chi dugc stra thoi gian tir bridge gdc.
3.7 Hailoai BPDU

C6 hai loai BPDU 1a :
e BPDU céu hinh.

« BPDU théng béo thay ddi cdu tric mang — TCN BPDU (Topology Change
Notification BPDU).
BPDU cau hinh dugc bt dau boi bridge gbe va phat ra trén cac con duong hoat dong

tir bridge gbc, con TCN BPDU hudng vé bridge gdc dé canh bao voi bridge gbe 1a cau
truc mang mang cé su thay doi.
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BPDU ciu hinh : cac trudng trong BPDU cau hinh dugc tom tit trong bang 3.6

. Chiéu dai -
Truong (octet) Y nghia

Protocol ID 2 Lu6n bang 0

Version 1 Luon bang 0

Type 1 Cho biét kiéu BPDU
BPDU céu hinh = 0

Flag 1 LSB = Co thay ddi cau triic mang
MSB = C& xé4c nhdn thay d6i cu triic
mang

Root ID 8 BID cua bridge gbc hién tai

Root Path Cost 4 Chi phi tich liiy dén bridge gbc

(chi phi duong di

goc)

Sender BID 8 BID cua bridge hién tai

Cong ID 2 ID ciia cong giri BPDU nay

Message Age 2 Khoang thoi gian tir khi bridge gbc tao
BPDU dén khi phat BPDU di.

Max Age 2 Khoang thoi gian luu thong tin BPDU

Hello Time 2 Khoang thoi gian gitta cac BPDU

Forward Delay 2 Thoi gian trong trang thai listening va
learning

Bing 3.6 : Cdc trwong trong BPDU ciu hinh

TCN BPDU (Topology Change Notification BPDU) :

TCN BPDU don gian hon BPDU céu hinh va chi gdm c6 ba truong, gidng nhu ba
truong dau tién cua BPDU cau hinh nhung truong Type thi thay do1 véi gid tri nhu sau :

*  0x00 (0000 0000): BPDU céu hinh.
* 0x80 (1000 0000): TCN BPDU.
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Chii y : TCN BPDU khong mang bat ctr thong tin bd sung nao.
3.8 Qua trinh thay d6i ciu tric mang
Néu TCP BPDU don gian thi lam thé nao no thé hién dugc vai tro quan trong clia nd?
Ta hay xem xét su thay doi cau tric mang trong hinh 3.14.
Host D dang lién lac v6i host E qua hai budc:
 (1): luu luong tir host D qua Cat-B dé lién lac véi host E.
* (2): gia sir bo thu phat trén cong 1/2 ciia Cat-B bi hong.

MAC=DD-DD-DD-DD-DD-DD

Heet-0 Bang Bridge
MAC | Port
U /Root\  |DD-DDDD-DDDDDD | 1
/¥M_|_» | FE.FE-EF-FE-EE-EE | I

s

_ _ Bidng Bridge
Bdng Bridge MAC | Port
(1) MAC DD-DD-DDDD-DD-DD | 1
\DD-DD-DD-DD-DD-DD FF FEF-FFE-FE-FE-FFE 1
Fub

m Sag 2

T — e a I:l MAC=EE-EE-EE-EE-EE-EE

Hinh 3.14: TCN BPDU dwoc dung dé cdp nhat bdang Bridge nhanh hon

Nhu dé thao luén, cong 1/2 cua Cat-C,mét 50s dé tr¢ thanh cong duoc chi dinh. Tuy
nhién néu khong co TCN BPDU thi no ti€p tuc bi ngat khoang 250s. Trong khoang thoi
gian 101, ca ba switch déu chura dia chi MAC cua host E trong bang Bridge nhu bang 3.7.

Cong lién quan dén dia

CAnERRICEt chi MAC cua host E
Cat-A Cong 1/1
Cat-B Cong 1/2

Cat-C Cong 1/1
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Bang 3.7: Gia tri bang Bridge truoc khi
co sy thay doi cau tric mang

TCN BPDU la mét phuong phap don gian dé cai tién thoi gian hoi ty, va nd lam viée
chiat ch€ va1 BPDU cau hinh nhu sau:

1.

Mot bridge bat dau mot TCN BPDU khi:
+ N6 chuyén mot cong sang trang thai “forwarding” va né co it nhat mot
cong duogc chi dinh.

« NO chuyén mot cong tir trang thai “forwarding” hodc “learning” sang
blocking.

Sy thay doi cdu trac mang doi hoi phai gui thong bao dén bridge gdc, gia st rang
bridge hién tai khong phai la bridge gbc, thi n6 bét ddu qué trinh thong béo bang cach giri
TCN BPDU ra cong gbc cta no. N6 tiép tuc giri TCN BPDU cho dén khi thong diép
TCN duoc xac nhan.

2.

Bridge upstream s€ r;hér; TCN BPDU. Méc d1‘,1, mot vai bridge nghe dugc
TCN BPDU (vi n6 két n6i tryc tiép vao cong goc cua doan mang) nhung chi
c6 cong dugc chi dinh chap nhén va xu Iy TCN BPDU.

Bridge upstream sé& thiét 1ap cd xac nhdn thay dél ciu trac mang TCA
(Topology Change Acknowledgement) trong BPDU c4u hinh ké tiép dugc giri
nguoc lai(ra cong duge chi dinh). Co nay dung dé xac nhan véi bridge khoi
dau dé no ngung phat TCN BPDU.

Bridge upstream s& truyén TCN BPDU ra cong goc ciia nd.

Tiép tuc budc 2 dén budc 4 cho dén khi bridge gbc nhan TCN BPDU.

Sau d6 bridge gbc sé& thiét 1ap cd xac nhan thay ﬁéi ciu trac mang — TCA (dé
xac nhan voi bridge trude do), va co thay doi cau trac mang — TC (Topology
Change) trong BPDU cau hinh ma n6 s€ gt di.

Bridge goc tiép tuc thiét 1ap co thay doi cau trac mang — TC trong tat ci cac
BPDU cau hinh ma n6 gui ra ngoai voi tong thoi gian la 35s (Forward Delay

+ Max Age). Co nay s€ thu ngan gia tri 300s xuong 15s (tre do tré chuyén
tiép - Forward Delay).

Hinh 1.15 tém tit cac budc trong qua trinh thay ddi cau tric mang.
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MNen-Root Non-Root oot BFDU Flags
Bridge A Bridge B Bridge Type TCA TC
Q)02 TCN N/A N/A
«—(3 Config 1 0
(4)——> TCN N/A N/A
L S @ Config 1 1
< e Config Q 1
- < (7)  Config 0 1
< < Config 0 1
| TCFlag tidp tuc trong
! tong thii gian ld 355
¥ (Forward Delay + Max Age)

Hinh 3.15: trinh tw cdc budc trong qud trinh thay déi ciu triic mang

Dua vao hinh 3.15 ta c6 thé biét duoc qua trinh thay ddi cdu trac mang cho hinh 3.14
nhu sau: budc 1 Cat-B va C gui TCN BPDU ra cong 1/1. Vi bridge upstream cling 1a
bridge gbe nén bo qua bude 3 va 4. Sau do bude 2 va 5 xay ra dong thoi. Trong BPDU
céu hinh ké tiép ma bridge gbc giri di, c& TCN ACK s& duogc thiét 1ap dé xac nhén 1a da
nhan TCN cua hai brigde downstream. Tiép theo 1a budc 6 va 7, Cat-A ciing thiét lap co
TA trong 35s (Forward Delay + Max Age) dé cap nhat bang bridge nhanh hon. Nhu vay
ca ba switch déu nhan duoc co TA va khoang thoi gian cho bang bridge 1a 15s.

Chi: y 12 khoang thoi gian ngén 15s nay khong bat budc cho toan bd bang, nd chi lam
qua trinh ndy nhanh hon théi. Céc thiét bi tiép tuc noi sudt 15s nay ma khong cho bang
bridge nghi. Tuy nhién, néu host D ¢6 ging giri mot frame dén host E trong 20s (gia sir
host E khong noi gi hét), thi frame s& dugc tran dén tat ca cac doan mang vi dia chi EE-
EE-EE-EE-EE-EE khong con c6 trong bang bridge nita. Ngay khi frame dén host E va
host E tra 101, thi switch hoc dugc gia tri bang bridge méi twong tmg v6i cdu tric mang
moi.

Bdng 3.8 biéu dién toan bo bang bridge cho dia chi MAC cua E trén ca ba switch sau
khi céu trtc mang mai hdi tu va luu lugng lai tiép tuc.
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Tai thoi diém nay, két ndi gitta host D va E da dugc thiét 1ap lai va luu luong lai tiép

Bang Bridge

Cong lién quan dén dia

chi MAC cua host E
Cat-A Cong 1/2
Cat-B Cong 1/1
Cat-C Cong 1/2

Bing 3.8: Gid tri bang Bridge sau khi
thay doi cau truc mang

tuc. Chti y 1a TCN BPDU giam thoi gian 13i tir 300s (5ph) xudng 50s.

Hinh 3.16 m6 ta trudong cd trong BPDU cau hinh, ca hai cd TCA va TA déu duoc luu

trir trong cling mot octet cia BPDU c4u hinh.

Bit7 Bito
‘ TCA | < HﬁS‘JWE{* . B
| T l‘*
Topology Change Topology Change
Acknowledgement flag flag

Nhu di thao luan, c& TCN duoc thiét 1ap bdi bridge upstream dé noi chorcéc })ridge
dowstream ngung gui TCN BPDU. Con co TC dugc thiet 1ap bdi bridge goc de giam

khoang thoi gian 18i tir 300s xudng 15s (Forward Delay).

Hinh 3.16: trwong co trong BPDU céu hinh




